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[00110]      Event patterns, for example, can be messages on the enterprise service bus 702 

that represent the invocation of services or process calls.  In one example, event patterns 

could include an event from an electrical transformer (A), plus an event from a switching 

station (B), plus an event from a utility control room (C).  The anomaly security system 700, 

using causal operators, determines whether these events have occurred in the valid order  as 

specified in the process lifecycle maps 706 and pattern language module 708.  For example, 

the process lifecycle maps 706 specifies that a valid pattern includes the electrical 

transformer event, followed by the switching station event, followed by the utility control 

room event, in that specific order.  In order to make this ordering determination, the system 

700 performs computations that efficiently solve causation expressions such as: A causes B, 

independent of C.  Such computations lead to guaranteed logical conclusions about the 

relationships between various events. 

[00111]      In one exemplary embodiment, a compiler is configured to extend the Java 

language to include causal operators.  This compiler may be written and applied to system 

planning software development tools such as, but not limited to, the RAPIDE object oriented 

event-based architecture descriptor language (ADL).  A reference specification may be used 

to create the extension to Java to be able to create the event patterns automatically.  Using 

this approach, it is no longer necessary to first identify anomalies or invalid events. 

[00112]      Embodiments of the present invention have the capability of identifying events 

that match the correct patterns.  Events that do not match the correct patterns are by 

definition, anomalous or invalid. In the example above, if an examination of an event pattern 

including that switching station event (B) along with control room event (C) was being 

performed, but the transforming event (A) had not yet occurred, then the event pattern 

including only events (B) and (C) would be considered invalid due to the discrepancy in 

when event A had been detected to occur. 

[00113]      An event pattern including only events (B) and (C) would be considered invalid 

because the transforming event (A), which causes the switching station event (B), is missing 

from the event pattern. Since only event pattern (A), (B), then (C) is permissible, any event 

including only (B) and (C), by definition, would be impermissible.  In other words, knowing 

the correct process enables one to know the correct sequence of events from start to end.  

Such a sequence includes which events are present, as well as acceptable sequences of those 

events. 

[00114]      All event patterns that do not match a correct sequence are automatically deemed 

anomalous or invalid.  All other conventional approaches and software systems, including 
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the object oriented event-based RAPIDE software are unable to accurately and efficiently 

perform this type of pattern matching.  That is, these conventional approaches are unable to 

accurately and efficiently solve the expression: event A causes event B, independent of event 

C. 

[00115]      Exemplary causation computations performed in the embodiments are provided 

below, although the present invention not limited to the specific computations.  

Computations consist of events, which are uniquely identifiable tuples of values.  The 

Event() type is defined in the predefined types LRM. 

[00116]      The identity relation == is a congruence relation; that is, it satisfies the 

equivalence axioms: 

 
[00117]      This relation also satisfies, as well, the functional substitutivity axiom schema, 

for every n-ary function f and every I from 1 to n: 

 
[00118]      A computation is a set of events, where == is the equality operator on set 

elements.  The events in a computation have the preorder relation ≤c (causal preordering) 

and the preorder relations ≤t (temporal preordering, for each Clock t); and the equivalence 

relation, = c (causal equivalence) and the equivalence relations =t (temporal equivalence).  

=c and =t are equivalence relations; that is, they satisfy the equivalence axioms of 

reflexivity, symmetry and transitivity (as shown above). The relations ≤c and =c together 

satisfy the preorder axioms: 

 
[00119]      s;t and =t satisfy the same axioms.  From these relations, the following associated 

relations can be derived: <c (causal ordering) and <t (temporal ordering). <c is defined in 

terms of $c and =c: <t is defined in terms of s;t and =t with the same axioms. 

[00120]      (irreflexive restriction) 

[00121]      (reflexive closure) 



23 

Atty. Docket No. 3171.0010001 

[00122]      The equivalence relations of time and causality are consistent with the identity 

relation (this relationship is inferrable from the congruence of = =): 

[00123]      (V event e1, ez)el = = ez 

[00124]      (Vevente1, ez)el == ez 

[00125]      --t e1 =c ez 

[00126]      --t e1 =t ez (identity-equality consistency) 

[00127]      Causal ordering and temporal ordering have the following consistency 

relationship: 

[00128]      (V event e1,ez)e1 <t ez --t -,(ez <c e1) 

[00129]      (Vevente1, e2)e1 <c e2 --t -,(t.finish(ez) <t t.start(e 1 )) (causal-temporal 

consistency) 

[00130]      A Computation C is a set of events.  The notation C f= P to mean pattern P 

matched in the computation C is then used. The result of matching a pattern in a computation 

is a set of sets of events. Every such set will be a subset of C.  

[00131]      By way of example only, and not limitation, sample pattern language utilized in 

one of the illustrious embodiments of the present invention is as follows: 
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[00132]      Software language expressions, such as those noted above, facilitate expression 

of express the correct relationships, and patterns, in a single manner.  These correct patterns 

can be expressed in a fairly simple expression, such as event A causes event B, independent 

of event C.  This relationship can be expressed in a single statement.   

[00133]      Returning to FIG. 7, pattern matching engine 718 forwards analysis of matching 

results to downstream modules.  If an anomaly is detected, results are forwarded to live 

anomaly detection module 720. On the other hand, if no anomaly was detected, results are 

forwarded to valid detected events module 722. 

[00134]      A live command control module 724 automatically monitors invalid and 

anomalous events received from detection module 720 for isolation, examination, or other 

preventative measures, including eliminating the anomalous event entirely. 

[00135]      To signal a completion of an activity in the operations service life cycle, and to 

trigger other activities, the system 700 deploys networked applications in the enterprise to 

generate service system events that trigger other applications in downstream systems 726 

until reaching the end objective.  Alerts are generated for invalid and/or anomalous event 

patterns and displayed to the users or operators via live audit trail dashboards 728. 

[00136]      The anomaly security system 700 is not necessarily a replacement for 

conventional antivirus, firewall, and other security solutions.  However, the anomaly security 

system 700 can reduce much of the security burden placed on these systems.  The anomaly 

security system 700, for example, can reduce the need for these conventional systems to 

examine and compare every bit within data streams.  Thus, these conventional systems can 

perform more efficiently (due to reduced processing demand) and are less vulnerable as they 

only need to process detected anomalies forwarded by the anomaly security system 700. 

[00137]      FIG. 8 is an exemplary illustration of how the anomaly security system 700 might 

be implemented within the context of SCADA communications architecture 200 shown in 

FIG. 2. 

[00138]      FIG. 9 is an exemplary block diagram illustration 900 applying anomaly security 

system 700 to a plurality of business scenarios.  In FIG. 9, anomaly security system 700 is 

utilized to monitor multiple events including business enterprise transactions 902, a 

communication system signals 904, and business operations 906.  The transactions 902, 

signals 904, and operations 906 are defined as known operations for any process cycle map 

909.  Pattern matching engine 910 monitors each of the events, comparing them with 

corresponding known event patterns 908.  Results produced by pattern matching engine 910 


